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______________________________________________________________________________________________ 
Abstract 
 
A Mobile Ad hoc NETwork (MANET) is a kind of wireless ad-hoc network and is a self configuring network of 
mobile routers connected by wireless links. The wireless links form the union of  an arbitrary topology. There are 
various routing protocols available for MANETs. The most popular ones are DSR, AODV and DSDV. This paper 
examines routing protocol for mobile ad hoc networks  the Destination Sequenced Distance Vector (DSDV) and  On 
Demand protocol that evaluates both protocols based on the packet delivery fraction and average delay while 
varying number of sources and pause time. In this paper we consider the new approach an Improved-DSDV Protocol 
is proposed for Ad Hoc networks. Improved -DSDV overcomes the problem of stale routes, and thereby improves the 
performance of regular DSDV. The proposed protocol has been implemented in the NS-2 Simulator and performance 
comparison has been made with regular DSDV and improved DSDV protocols. We compare the performance of our 
work with DSDV. In our improved DSDV routing protocol, nodes can cooperate together to obtain an objective 
 The performance metrics considered are packet-delivery ratio. 
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1.  Introduction  
 
In the integrated MANET-Internet communication, a connection could be disrupted either by attacks on 
the Internet connectivity or by attacks on the ad hoc routing protocols. Because of this almost all possible 
attack on the traditional ad hoc networks also exist in the integrated wired and mobile ad hoc networks 
[1]. The other factors which need to be considered while choosing a protocol for MANETs are as 
follows[9-12]: 
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Multicasting: This is the ability to send packets to multiple nodes at once. This is similar to broadcasting 
except the fact that the broadcasting is done to all the nodes in the network. This is important as it takes 
less time to transfer data to multiple nodes. 
Loop Free: A path taken by a packet never transits the same intermediate node twice before it arrives at 
the destination. To improve the overall, we want the routing protocol to guarantee that the routes supplied 
are loop-free. This avoids any waste of bandwidth or CPU consumption. 
Multiple routes: If one route gets broken due to some disaster, then the data could be sent through some 
other route. Thus the protocol should allow creating multiple routes. 
Distributed Operation: The protocol should of course be distributed. It should not be dependent on a 
centralized  node. 
Reactive: It means that the routes are discovered between a source and destination only when the need 
arises to send data. Some protocols are reactive while others are proactive which means that the route is 
discovered to various nodes without waiting for the need .  
Unidirectional Link Support: The radio environment can cause the formation of unidirectional links. 
Utilization of these links and not only the bi-directional links improves the routing protocol 
performance[13]. 
Power Conservation: The nodes in an ad-hoc network can be laptops and thin clients, such as PDAs that 
are very limited in battery power and therefore use some sort of standby mode to save power. It is 
therefore important that the routing protocol has support for these Sleep-modes [2-3]. 
 
2.  Related work 
 
A lot of research has been carried out in both the route discovery security part of routing protocols, and 
on packet forwarding. This Section at first looks at different ways of securing the network against 
misbehaving nodes and data forwarding anomalies. Then a sneak review followed shows the work that 
attempts to identify and prevent misbehavior in data packet forwarding. 
Secure routing protocols have been proposed based on existing ad hoc routing protocols. These eliminate 
some of the optimizations introduced in the original routing protocols because they can be exploited to 
launch different types of attacks. Examples of such protocols are the secure efficient distance vector 
(SEAD) routing [5] which is based on the destination sequenced distance vector (DSDV) [5], the secure 
ad-hoc on-demand distance vector (SAODV) routing protocol [8] [9] based on AODV [10] [11], and the 
secure on-demand routing protocol for ad hoc networks (Ariadne) [12] based on the dynamic source 
routing (DSR) protocol [13] and the timed efficient stream loss-tolerant authentication (TESLA) protocol 
proposed in [14]. Also extending DSR to provide it with security mechanisms is CONFIDANT 
(Cooperation of Nodes: Fairness In Dynamic Ad-hoc NeTworks) [15]. These approaches only secure the 
path discovery and establishment functionality of routing protocols, thus the proposed approach 
complements them by securing the data forwarding functionality [1]. 
WATCHERS (Watching for Anomalies in Transit Conservation: a Heuristic for Ensuring Router 
Security) [4] is a protocol designed to detect disruptive routers in fixed networks through analysis of the 
number of packets entering and exiting a router. In this approach each router executes the WATCHERS 
protocol at regular intervals in order to identify neighboring routers that misroute traffic and avoid them. 
SCAN (self-organized network layer security in mobile ad hoc networks) [3] focuses on securing packet 
delivery. It uses AODV [10] [11], but argues that the same ideas are applicable to other routing protocols. 
SCAN assumes a network with sufficient node density that nodes can overhear packets being received by 
a neighbor, in addition to packets being sent by the neighbor. SCAN nodes monitor their neighbors by 
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listening to packets that are forwarded to them. A different approach with a 2ACK scheme, which is a 
network-layer technique to detect misbehaving links and to mitigate their effects, is used in [16] [17]. It 
can be implemented as an add-on to existing routing protocols for MANETs, such as DSR (Dynamic 
Source Routing). The 2ACK scheme detects misbehavior through the use of a new type of 
acknowledgment packet, termed 2ACK. A 2ACK packet is assigned a fixed route of two hops (three 
nodes), in the opposite direction of the data traffic route [16]. Whereas, the proposed algorithm just uses a 
simple acknowledgement approach instead a 2ACK scheme, which increases the overhead. In section IV 
we are giving the comparison results for the proposed algorithm (ACK+AODV+PFC) and the 2ACK+ 
DSR approach, which uses an on-demand protocol DSR instead of AODV [1]. 
 
 
3. Mobile Ad Hoc Networks Routing Protocols 
 
There are many ways to classify the MANET routing protocols depending on how the protocols handle 
the packet to deliver from source to destination. But Routing protocols are broadly classified into three 
types such as Proactive, Reactive and Hybrid protocols [4][25]. 
 
3.1 Proactive Protocols 
These types of protocols are called table driven protocols in which, the route to all the nodes is 
maintained in routing table. Packets are transferred over the predefined route specified in the routing 
table. In this scheme, the packet forwarding is done faster but the routing overhead is greater because all 
the routes have to be defined before transferring the packets. Proactive protocols have lower latency 
because all the routes are maintained at all the times. 
Example protocols: DSDV, OLSR (Optimized Link State Routing). 
 
3.2 Reactive Protocols 
These types of protocols are also called as On Demand Routing Protocols where the routes are not 
predefined for routing. A Source node calls for the route discovery phase to determine a new route 
whenever a transmission is needed. This route discovery mechanism is based on a flooding algorithm 
which employs on the technique that a node just broadcasts the packet to all of its neighbors and 
intermediate nodes just forward that packet to their neighbors. This is a repetitive technique until it 
reaches the destination. Reactive techniques have smaller routing overheads but higher latency. 
Example Protocols: DSR, AODV 
 
3.3 Hybrid Protocols 
Hybrid protocols are the combinations of reactive and proactive protocols and takes advantages of these 
two protocols and as a result, routes are found quickly in the routing zone. 
Example Protocol: ZRP (Zone Routing Protocol) 
 
4. Protocol Used In MANITs 
 
A. Ad-hoc On-demand distance vector (AODV) is another variant of classical distance vector routing 
algorithm, based on DSDV and DSR .AODV (Ad Hoc On-Demand Distance Vector Routing) It is a 
reactive routing protocol, meaning that it establishes a route to a destination only on demand. When the 
valid route is not known by the source node, it initializes a route discovery process by broadcasting a 
Route Request (RREQ) to its neighbours. Each node discards Route Requests (RREQs) it has already 
seen by checking the Broadcast ID and the Sequence Number which had been included into the Route 
Request (RREQ)[9]. 
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B. DSR (Dynamic Source Routing) :- 
Determining source routes require accumulating the address of each device between the source and 
destination during route discovery. The accumulated path information is cached with nodes processing 
the route discovery packets. The learned paths are used to route packets. To accomplish source routing, 
the routed packets contain the address of each device the packet will traverse.[11] 
 
C. Zone Routing Protocol: - Zone routing protocol combines Proactive protocol features and Reactive 
protocol features. All nodes within hop distance at most d from a node X are said to be in the routing 
zone of node X. All nodes at hop distance exactly d is said 
zone. In Zone Routing Protocol Intra-zone routing involves maintaining state information for links within 
a short distance from any given node whereas Inter-zone routing involves using a route discovery 
protocol for determining routes to far away nodes[18]. 
 
5. Methodology  
 
The brief overview of the design aspects of the algorithm with DSDV (Distance sequenced distance 
vector) protocol implementation, it is the simple acknowledgement approach and principle of this 
approach is given for conservation is discussed as follows: 
Distance sequence distance vector is a proactive routing protocol, which is a conventional modification of 
Bellmen-Ford routing algorithm. This protocol adds sequence number, attribute for each route table in 
each node. A routing table is maintained at each node and this table transmits data packets to other nodes 
in the network. This protocol was motivated for the use of data exchange along with changing and 
arbitrary paths of interconnection which may not be close to any base station. All stations list available in 
the destinations and number of nodes required to transmit data to the destination in the routing table. The 
routing entry is tagged with the sequence number which is originated by the destination station. For 
consistency this, each station transmits and updates routing table periodically. The packets being 
broadcasted between stations indicate which station is sending and number of hops required to reach the 
particular station [18]. The data broadcast by each node will contain a new sequence number and 
destination address, the number of hops required to reach the destination and new sequence number, 
originally stamped by the destination in each new route table.  
The Broadcasting of data in DSDV protocol mainly two types: - 1) full dump and 2) Incremental dumps. 
Full dump will carry all routing information while incremental dump is only the last change of full dump. 
These two types of broadcasting done in the network protocol data unit. For full dumps required network 
protocol data unit but incremental dumps required one network protocol data unit. The proactive routing 
protocol is based on the periodic exchange of control message and maintaining routing table. Each node 
maintains complete information about the network. This information is collected from each node from the 
routing table. And each node knows complete topology and it can find the best node to route the 
information. Proactive protocols generates large volume of control message, it uses a large amount of 
bandwidth. The control messages may consume almost the entire bandwidth with the large amount of 
nodes. 
 
In the below figure 1 each node I maintain, for each destination x , a set of distance ( )ijd x  for each 
neighbor. Node I treat the neighbor K  as the next hop for the packet destination for X , if ( )ikd x  
equals minimum of all ( )ijd x  the message will be sent from I to L as the cost of path to X  is minimum 
through L [19]. 
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Fig. 1. DSDV Packets Trasfer . 
 
      The attack approach proposed in this paper structures in four successive steps (see Figure 3):  
1. The Broken node (B) first launches a port scan attack [1] [7] on the destination node and finds out 
all the open ports. 
 
 
Fig. 1. DSDV Packets Trasfer . 
 
2. Then it induces itself into the routing path between the source node and the destination by emitting 
protocol-compliant messages from leading both Source and Destination nodes to choose such a link for 
their communications [4] [9] (see Figure 4). 
 
 
 
 
 
 
 
 
Fig 3: P gets an acknowledgement over communication 
 
3. The Broken node (P) now starts altering the data packet's that are routed through it such that the 
Destination port number is changed to any other port that is open at the Destination node. The open ports 
at the Destination have already been found out by a Port Scan Attack[23] (see Figure 4). 
 
 
 
 
P 
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4. The node (P) will also have to change back the port number of the acknowledgement packets to 
the original port number, if they are routed through the same link (hence the assumption bidirectional 
link). 
 
 
 
 
 
 
 
 
 
 
Fig 4: P acts as broken and check attack & alternating port numbers of data packets 
 
 
Algorithm: 
 
The general step of Improved-DSDV algorithm is described given below. 
Algorithms Improved-DSDV (Host S, Destination D, 
MAXBufferSize M, Packet A) 
1. If (S. Next Hop () == UNACTIVE) then 
Use Standard DSDV; 
Else if (S. BufferLength () == FULL) then 
Discard A; 
3. If (S. BufferLength () == 0) then 
Discard A; then place at in S. Buffer; 
4. S. Broadcasts (ROUTE-REQUEST, 1, D, S); 
 
S. RECEIVE (ROUTE_ACK) 
 
7. Else (Host S has ROUTE_ACK Packets) 
{ 
If (ROUTE_ACK. HOP_COUNT< =Max_Hops ) 
{ 
If (ROUTE_ACK. HOP_COUNT =Max_Hops ) 
{ 
If (ROUTE_ACK. UPDTD_TIME> Updated_Time) 
{ 
Host_ID = ROUTE_ACK. HOST_ID; 
Updated_Time = ROUTE_ACK. UPDTTD_TIME; 
}} 
Else 
{ 
Max_Hops = ROUTE-ACK. HOP_COUNT; 
Host_ID = ROUTE_ACK. HOST_ID; 
Updated_Time = ROUTE_ACK. UPDTTD_TIME; 
}}} 
P 
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  . 
UPDTTD_TIME; 
 
6. Simulation Analysis and Performance Matrics  
 
We use NS2 to simulate our proposed algorithm. In this section, the network simulation is implemented 
using the NS-2 simulation tool [9]. A simulation study was carried out to evaluate the performance of 
MANET routing protocols such as DSDV, and Improved-DSDV based on the metrics throughput, packet 
delivery ratio and average end-to-end delay with the following parameters:  
                                                             
TABLE 1: List of Simulation parameters 
 
 
 
 
 
 
 
 
 
 
 
 
 
The simulations were carried out by varying the number of nodes in multiples of 5; i.e. 5, 10, 15,20,25,30 
and 35.The Speed of the node is fixed. Seven Simulations were carried out for each of the three protocols. 
Thus a total of 21 Simulations was carried out for varying number of nodes. On similar lines, 21 
Simulations were carried out by varying the speed of the nodes in multiples of 10, i.e. 10, 20,30,40,50 
m/S. The numbers of nodes were fixed at 30. 
 
 
In order to evaluate the performance of ad hoc network routing protocols, the following metrics were 
considered. 
While comparing two protocols, we focused on two performance measurements such as Average Delay, 
Packet Delivery Fraction. [8] 
 
A. Packet delivery Ratio:-  
Packet Delivery Ratio (PDR) is the ratio between the number of packets transmitted by a traffic source 
and the number of packets received by a traffic sink. It measures the loss rate as seen by transport 
protocols and as such, it characterizes both the correctness and efficiency of ad hoc routing protocols. A 
high packet delivery ratio is desired in any network. 
 
B. Average End-to-End delay:- 
The packet End-to-End delay is the average time that a packet takes to traverse the network. This is the 
time for 
and it is measured in seconds. It therefore includes all the delays in the network such as buffer queues, the 
transmission time and delays induced by routing activities and MAC control exchanges. 
The ratio of the number of data packets successfully delivered to the destinations to those generated by 
NS-2 
Simulator  NS-2 
Node Movement Model Random  
Max Speed 0-25m/s 
Traffic Type UDP 
Bandwidth 1Mb/s 
Transmission Range 250m 
Packet size 512 bytes 
Area 500 500 
Numbers of Nodes 30 
Simulation Times 20, 40, 60, 80 & 100 
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Figure 5: Packet Delivery Ratio for DSDV, and Improved -DSDV 
 
We evaluate mainly the performance according to the following metrics. 
Control overhead: The control overhead is defined as the total number of routing control packets 
normalized by the total number of receiving data packets. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 6 : Packet delivery fraction vs. Pause time for 50- 
node model with 30 sources 
 
 
 
 
7. Conclusion  
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We consider the new approach an Improved-DSDV Protocol is proposed for Ad Hoc networks. Improved -DSDV 
overcomes the problem of stale routes, and thereby improves the performance of regular DSDV. Simulation results 
show that both of the protocols deliver a greater percentage of the originated data packets when there is 
little node mobility, converging to 100% delivery ration when there is no node motion. The packet 
delivery of AODV is almost independent of the number of sources. We conclude that the AODV protocol 
is the ideal choice for communication. In current state problem of DSDV is routing information will 
maintain at each node locally in the network. All routing decisions are taken completely distribution 
fashion. In this state problem of DSDV is routing information will maintain at each node locally in the 
network. All routing decisions are taken completely distribution fashion. So the local information may be 
old and invalid, local information updates periodically. We compare the performance of our work with 
DSDV and improved DSDV. In our improved DSDV routing protocol, nodes can cooperate together to 
behaviors according to the trust relationship among them. In future, the performance comparison can be 
made between the proposed protocol and the other classes of the Ad Hoc Routing Protocols with different 
simulation parameters and metrics. 
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